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Reseller API / Public API Terms 

 

Aşağıda Atak Domain API Kullanım Sözleşmesi'nin tam İngilizce çevirisi bulunmaktadır. 

Terminoloji global (“GoDaddy API Terms”, “Namecheap API Terms”, “Tucows API 

Agreements”) standardına uygun şekilde çevrilmiştir. 

Reseller API / Public API Terms of Use 

This API Usage Agreement (“Agreement”) governs the terms and conditions for the use of all 

API services provided by Atak Domain Bilgi Teknolojileri A.Ş. (“Atak Domain”, “We”, “Us”). By 

accessing or using the API, you (“You”, “Reseller”, “API User”, “Customer”) acknowledge and 

agree to be bound by the terms of this Agreement. 

This Agreement is an integral part of the Atak Domain Terms of Service, Privacy Policy, Data 

Processing Agreement (DPA), Abuse Prevention Policy, DMCA Policy, and all other applicable 

legal documents. 

1. Purpose and Scope 

This Agreement governs: 

• the use of all API endpoints provided by Atak Domain 

• the terms for Reseller API (XML/JSON), Public API, DNS API, Mail API, Domain Check API, 

Backorder API, and other related services 

• API security, limitations, logging, and misuse prevention processes 

2. Definitions 

• API: All software interfaces provided by Atak Domain 

• Reseller API: Secure API interface for reseller operations 

• Public API: Published API endpoints accessible to all users 

• API Key: Authentication token assigned to the customer 

• Rate Limit: Maximum allowed number of API requests in a defined time period 

• Request: Each individual communication sent to the API 

• Logging: Recording of API usage by Atak Domain systems 

3. API Access and Authentication 

3.1. API Key 

The API Key: 

• is personal and unique to the customer 

• must not be shared with third parties 

• is the sole responsibility of the customer in case of loss or unauthorized access 
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3.2. Permissions and Authorization 

The API Key may only be used for authorized operations. 

Unauthorized access attempts may result in suspension or termination. 

3.3. Secure Connection 

All API requests must be made via HTTPS. 

Requests over HTTP may be rejected. 

4. API Usage Terms 

The API may be used for: 

• domain registration, transfer, renewal 

• hosting creation and management 

• DNS editing 

• email service management 

• SSL ordering, renewal, validation 

• user and customer management (within authorized scope) 

• query operations (domain availability, Whois, etc.) 

• backorder and premium domain lookup 

The API may not be used for spam, attacks, scraping, unauthorized data collection, or any 

malicious activity. 

5. Technical Limits and Restrictions 

Atak Domain reserves the right to enforce technical limits, including: 

5.1. Rate Limits 

Rate limits may be applied to maintain system stability: 

• requests per second 

• total requests per minute 

• hourly / daily limits 

Limit violations may result in throttling or blocking. 

5.2. Concurrent Connection Limits 

Excessive simultaneous requests may be restricted. 

5.3. Large-Scale Operations 

Bulk domain queries, mass DNS updates, or Whois scraping are prohibited. 

6. Prohibited Uses 
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The API may not be used for: 

6.1. Network or DNS Attacks 

• brute-force domain lookups 

• zone transfer attempts 

• DDoS-like traffic 

• technical manipulation to bypass limits 

6.2. Spam or Malicious Use 

• botnet integrations 

• spam email campaigns 

• domain identity fraud or phishing 

• fake DMCA responses 

6.3. Unauthorized Data Access 

• accessing customer accounts without permission 

• altering or manipulating system logs 

• disabling security or bot-detection mechanisms 

6.4. Violations of ICANN or Registry Rules 

Any ICANN RAA violation may result in API termination. 

7. Logging and Monitoring 

Atak Domain retains logs for: 

• IP address 

• API request and parameters 

• error logs 

• request results 

• usage history of the API Key 

Logs are stored for at least 2 years. 

Atak Domain continuously monitors API usage and automatically suspends suspicious 

activity. 

8. Changes and Updates 

Atak Domain may modify: 

• API structure 

• endpoints 
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• rate limits 

• terms of use 

Changes may be made with notice or, in emergency cases, without notice. 

The customer is responsible for maintaining updated API integrations. 

Deprecated or incompatible API versions may be disabled. 

9. Customer Obligations 

The customer must: 

• keep API Key confidential 

• use the API according to documentation 

• report security vulnerabilities 

• avoid illegal or malicious usage 

• resolve integration issues causing service disruption 

10. Rights of Atak Domain 

Atak Domain may limit, suspend, or revoke API access in cases of: 

• misuse or security threats 

• rate limit violations 

• legal notices or court orders 

• ICANN or registry directives 

• repeated policy violations 

Where possible, Atak Domain will notify the customer of the action taken. 

11. Security Obligations 

Atak Domain provides: 

• DDOS & WAF protection 

• TLS encryption 

• IDS/IPS attack detection 

• access control systems 

• data integrity protection 

API users must implement: 

• secure coding practices 

• credential management 

• IP whitelisting 

• firewall usage 

• brute-force protections 
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12. Data Protection and GDPR/KVKK Compliance 

All data processed via the API is subject to: 

• Privacy Policy 

• Data Processing Agreement (DPA) 

• KVKK 

• GDPR 

The customer is responsible for informing data subjects when required. 

13. Limitation of Liability 

Atak Domain is not liable for: 

• API interruptions 

• third-party service failures 

• customer integration errors 

The API is provided “as-is”, without warranties. 

14. Termination 

API access will terminate if: 

• the customer account is closed 

• the Agreement is terminated 

• the API Key is revoked 

• repeated violations occur 

Upon termination, the API Key becomes invalid. 

15. Effective Date 

By using the API, the customer acknowledges acceptance of this Agreement. 

  


